Secure PHP Development
with Inspekt
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NIST NVD: 2006 data

¢ PHP Language

@ PHP Apps: remote file inclusion
@® PHP Apps: other

© Other
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MyBuHeﬁnBoard-
phpBB

phpMyAdmin

WordPress 1
PHPNuke

Burning Board

Invision Power Board

moodle

VBulletin |
Jupiter CMS

Coppermine Photo Gallery

TorrentFlux 1

Joomla

TikiWiki |
DeluxeBB |
Virtual War 1
Claroline 1

Bitweaver

Simplog 1

VBZooM 1

webSPELL |

Jetbox CMS |
phpRaid 1

Ultimate PHP Board |

Total NVD Entries

April 1 2006 - April 1 2007

Ed Finkler <coj@funkatron.com>
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Well, that sucked

® PHP has a very shallow learning curve




Dealing with input
® The problem of direct access
® Default action is insecure

® Security is more work than insecurity

® Error-prone

<?php

Vi
* Classic direct access approach to obtaining input
* By default, this is raw, dangerous
*/

$id = $_POST['id"];

// casting as int
$id = (int)$_POST['id'];

// escaping for mysql
$id = mysql_real_escape_string($_POST['id']);



Dealing with input

® The importance of architecture in security
® Single point of defense vs multiple points

® Need to apply same fixes multiple times

“We have fine HTML filtering with KSES. The
filtering has never been a problem, it’s just places

iwhere it's been not |sic] aﬁglied.’.’ — Matt Mullenwe% i




Guiding principles

® Simple and straightforward

® Secure development needs to be as easy as
possible
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Inspekt’s ancestry

® Original Zend Input_Filter
® Chris Shiflett
® PHP5-only




Inspekt’s ancestry

¢ Inspekt changes

e PHP4 and 5




Inspekt Hierarchy

SuperCage

InputCage (Get) InputCage (Post) InputCage (Files)
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Features

® Validators and Filters

® Validators examine data and return
information about data

e e, F|Iters modlfy data and return modlﬁed_%__‘_,_,_v}_M

""’f




Filters and validators
Inspekt::foo($bar);

Filters Validators

getAlnum isAlnum isHostname
getAlpha isAlpha isInt
getDigits isBetween islp

getDir isCcnum isLessThan
getPath isDate isOneOf
getint isDigits isPhone
noPath isEmail isRegex
noTags isFloat isUri

isGreaterThan isZip
isHex



Features

® Input cage
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Features

® Input cage

® Helper methods to quickly create cages
for input arrays

Inspekt: :makeFooCage ()

keCookieCage makePostCage
keEnvCage makeServerCage
keFilesCage makeSessionCage




Features

® SuperCage

® Creates an object with 7 input cages as

D)Iroper
: 4'!'.‘,5'-




Features
o SuperCage

® correspond to / superglobals

® cookie




Features

® Scoping issues and singletons

® Superglobals have advantage of automatic
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Ways to use Inspekt

® Bootstrapping w/ Supercage
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Ways to use Inspekt

e Apply to arbitrary array
® Tnspekt_Cage: :Factory($array)
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Future

® |.0 Release by Dec |




Post 1.0 (may change)

® Drop PHP4 support

® bug fixes would still be applied, but no new
features
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More information

® inspekt.org




